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C
PN

I C
om

pliance Procedures

The follow
ing statem

ent is provided pursuant to 47 U
.S.C

. §64.2009(e) to explain how
 the 

operating procedures of H
arron C

om
m

unicationsensure com
pliance w

ith the applicable rules 
affecting use of custom

er proprietary netw
ork inform

ation (“C
PN

I”).  C
PN

I is “(A
) inform

ation 
that relates to the quantity, technical configuration, type, destination, location, and am

ount of use 
of a telecom

m
unications service subscribed to by any custom

er of a telecom
m

unications carrier, 
and that is m

ade available to the carrier by the custom
er solely by virtue of the carrier-custom

er 
relationship; and (B

) inform
ation contained in the bills pertaining to telephone exchange service 

or telephone toll service received by a custom
er of a carrier.”

H
arron C

om
m

unications’policies and procedures to m
eet the C

PN
I rules include:

U
se, D

isclosure of, and A
ccess to C

PN
I:

H
arron m

ay use, disclose, or perm
it access to C

PN
Iw

ithout custom
er approval in its 

provision of the com
m

unications service from
 w

hich such inform
ation is derived; for 

services necessary to, or used in, the provision of such com
m

unications service, including 
the publishing of directories; to initiate, render, bill and collect for com

m
unications 

services; to protect the rights or property of H
arron, or to protect users or other carriers or 

service providers from
 fraudulent, abusive or unlaw

ful use of, or subscription to, such 
services; to m

arket services w
ithin the category or categories of services to w

hich the 
custom

er already subscribes; to provide inside w
iring installation, m

aintenance, or repair 
services; as required by law

; or as expressly authorized by the custom
er.

Except as provided above, H
arron does not use C

PN
I for m

arketing.  In the event that any 
em

ployee or agent w
ishes to use C

PN
I for m

arketing or to seek custom
er approval for 

such use, such proposed use is subject to a supervisory review
 process.  If such use is 

approved, H
arron shall m

odify
these policies and conduct additional training as needed to 

assure com
pliance w

ith the FC
C

’s rules.

H
arron does not use, disclose or perm

it access to C
PN

I to identify or track custom
ers that 

call com
peting service providers.

W
hen H

arron receives or obtains proprietary inform
ation from

 another carrier for 
purposes of providing a telecom

m
unications service, it shall use such inform

ation only 
for such purpose, and shall not use such inform

ation for its ow
n m

arketing efforts.

C
om

pany-W
ide Training:

A
ll em

ployees w
ith access to C

PN
I m

ust pass a C
PN

I training course prior to accessing 
C

PN
I and are inform

ed that (i) any use or disclosure of C
PN

I or other act or om
ission not 

in com
pliance w

ith such policies w
ill result in disciplinary action, including the 

term
ination of em

ploym
ent w

here appropriate, and (ii) em
ployees w

ho know
ingly 

facilitate the unauthorized disclosure of a custom
er’s confidential inform

ation m
ay be 

subject to crim
inal penalties.  H

arron
continually tracks em

ployee com
pliance.  Training 

for custom
er service representatives em

phasizes, am
ong other points, that they be 



cognizant that som
e unauthorized persons m

ay have significant apparent fam
iliarity w

ith 
a custom

er’s biographical and account inform
ation.

M
anagers and custom

er service representatives renew
 confidentiality training on an 

annual basis.

M
anagers m

onitor and coach em
ployees on m

aintaining custom
er confidentiality.

Em
ployees m

ust sign an acknow
ledgem

ent that they have been advised of and understand 
the im

portance of custom
er privacy every tim

e they receive training involving 
confidentiality issues.

A
ccount Protections:

C
ustom

ers are required to establish account passw
ords upon account activation.  

C
ustom

ers are advised not to use as their passw
ord a portion of their social security 

num
ber, telephone num

ber, street address, date of birth, or a string of the sam
e four 

num
bers (i.e., 1111).

C
ustom

ers are required to provide their account passw
ords before access to C

PN
I is 

granted, or, in the case of custom
ers w

ho request access in person at a H
arron

location, 
are required to present valid, non-expired, governm

ent-issued photo identification.

C
ustom

ers w
ho are unable to supply a correct passw

ord are perm
itted to access their 

C
PN

I only by a return telephone call m
ade to the telephone num

ber on the account of 
record.

H
arron

notifies custom
er im

m
ediately by voicem

ail or text m
essage to the telephone 

num
ber or by m

ail to the address of record w
henever a passw

ord, online account, or 
address of record is created or changed.  These notifications are not required w

hen the 
custom

er initiates service.  The notification does not reveal the changed inform
ation.

Em
ployees m

ust use passw
ords to access any H

arron
system

 w
here C

PN
I is stored.

C
om

puterized backup of data are kept off-site in the hands of a bonded and reputable 
business specialized in m

aintaining confidential data.  A
ny paper docum

ents are 
converted to electronic facsim

iles and stored in the sam
e m

anner.  O
riginals of paper 

docum
ents are then shredded.

M
arketing Safeguards:

H
arron

doesnot use C
PN

I inform
ation in any sales or m

arketing cam
paigns.

H
arron

has a supervisory review
 process to ensure com

pliance w
ith C

PN
I restrictions 

w
hen conducting outbound m

arketing, including review
 of all direct m

arketing by the 
M

arketing M
anager w

ho receives C
PN

I training.



The M
arketing M

anager has safeguards to prevent cross-product inform
ation sharing that 

w
ould be in violation of C

PN
I rules.

H
arron

does not sell custom
er lists to third parties.

C
ustom

er Service Safeguards:

C
ustom

ers m
ust verify their personal account inform

ation before an em
ployee can 

provide com
m

ents or take requests for any changes to an account.  A
t a m

inim
um

, 
custom

ers m
ust provide their nam

e, address and a passw
ord of their choice.

D
etailed custom

er call detail records, w
hich are considered particularly confidential, are 

accessible only by em
ployees or agents w

ith a need to know
 and are provided to 

custom
ers only after receipt of the custom

er’s passw
ord or, in the case of a request m

ade 
in person at a H

arron
retail location, after the custom

er presents valid, non-expired, 
governm

ent issued photo identification.  If a custom
er is unable to supply the passw

ord 
or valid identification, as appropriate, call detail records are not disclosed.

C
ustom

ers are perm
itted to access their online accounts only after supplying their account 

passw
ord.  

C
ustom

er service representative interactions w
ith custom

ers are m
onitored, and the 

m
onitoring includes evaluation of com

pliance w
ith privacy requirem

ents.

A
bove and beyond the specific FC

C
 requirem

ents, H
arron w

ill take reasonable m
easures 

to discover and protect against attem
pts to gain unauthorized access to C

PN
I.  If any 

em
ployee becom

es aw
are of new

 m
ethods that are being used or could be used by

third 
parties to attem

pt to obtain unauthorized access to C
PN

I, or of possible changes to 
H

arron’s existing policies that w
ould strengthen protection of C

PN
I, they should report 

such inform
ation im

m
ediately to H

arron’s D
irector of C

ustom
er Service so thatH

arron 
m

ay evaluate w
hether existing policies should be supplem

ented or changed.

N
otification of C

PN
I Security B

reaches

H
arron

notifies federal law
 enforcem

ent of all breaches of its custom
ers’ C

PN
I pursuant 

to the procedures and tim
efram

es described in Section 64.2011 of the FC
C

’s rules.  A
 

“breach” has occurred w
hen a person, w

ithout authorization or exceeding authorization, 
has intentionally gained access to, used, or disclosed C

PN
I.  

H
arron

notifies custom
ers of all breaches of their C

PN
I pursuant to the procedures and 

tim
efram

es described in Section 64.2011 of the FC
C

’s rules.

A
ccountability:

C
ustom

er privacy is a part of all job descriptions.



Persons w
ho fail to com

ply w
ith H

arron
C

PN
I procedures are subject to a disciplinary 

process.

C
om

pliance w
ith C

PN
I safeguards is part of each em

ployee annual perform
ance 

evaluation.  C
om

pliance can affect em
ployees’ raises, prom

otions, or continued 
em

ploym
ent.

R
ecordkeeping:

The C
ustom

er Service M
anager in each system

 m
aintains a record of training and itis 

filed in the personnel file of each em
ployee.

H
arron

m
aintains for 2 years (m

inim
um

) a record of all discovered breaches of C
PN

I and 
breach notifications to law

 enforcem
ent and custom

ers.  The records include, to the 
extent possible, the dates of discovery and notification, a detailed description of the C

PN
I

that w
as breached, and the circum

stances of the breach.

H
arron m

aintains a record of all custom
er com

plaints related to their handling of C
PN

I, 
and records of H

arron’s handling of such com
plaints, for at least tw

o years.  A
ll 

com
plaints are review

ed and
H

arron w
ill consider any necessary changes to its policies or 

practices to address the concerns raised by such com
plaints.  If H

arron’s practices 
outlined herein change to perm

it any of the follow
ing, H

arron w
ould

m
aintain a record, 

for a period of at least one year, of: those lim
ited circum

stances in w
hich C

PN
I is 

disclosed or provided to third parties, or w
here third parties w

ere allow
ed access to 

C
PN

I; supervisory review
 of m

arketing that proposes to use C
PN

I or to request custom
er 

approval to use or disclose C
PN

I; its sales and m
arketing cam

paigns that use its 
custom

ers’ C
PN

I, including a description of each cam
paign, the specific C

PN
I that w

as 
used in the cam

paign, and the products and services offered as a part of the cam
paign; 

and records associated w
ith custom

ers’ approval or non-approval to use C
PN

I, and of 
notification to custom

ers prior to any solicitation for custom
er approval of the custom

er’s 
right to restrict use of, disclosure of, and access to that custom

er’s C
PN

I.


